Install - Single (On-demand)

® Kubernetes Install
©  Minikube
©  Minikube for Windows

Kubernetes Install

Installing Docker
Docker
Docker Ref : https://docs.docker.com/install/linux/docker-ce/centos/

Docker 17.03.2.ce .

# yum updat e
# yuminstall -y yumutils \
devi ce- mapper - persi stent-data \
I v
# yum confi g- manager \
--add-repo \
htt ps://downl oad. docker. conl | i nux/ cent os/ docker -ce. repo
# yuminstall -y docker
# yuminstall --setopt=obsoletes=0\
docker-ce-17.03.2.ce-1.el 7.centos \
docker-ce-selinux-17.03.2.ce-1.el 7. centos
# systencttl enable docker && systenttl start docker

Installing kubeadm, kubelet and kubectl

Kubeadm :

Kubelet :

Kubectl : CLI

Kubernetes Ref : https://kubernetes.io/docs/setup/independent/install-kubeadm/

Install

# cat <<EOF > /etc/yumrepos. d/ kubernetes.repo

[ kuber net es]

nane=Kuber net es

baseur | =ht t ps: // packages. cl oud. googl e. comf yunt r epos/ kuber net es- el 7-\ $basear ch
enabl ed=1

gpgcheck=1

repo_gpgcheck=1

gpgkey=htt ps://packages. cl oud. googl e. com’ yuni doc/ yum key. gpg https:// packages. cl oud. googl e. conf yunf doc/ rpm
package- key. gpg

EOF

# setenforce 0

# yuminstall -y kubel et kubeadm kubect!| --di sabl eexcl udes=kuber net es

# systenctt| enable kubel et &% systenttl start kubel et

(Optional) Configure cgroup driver used by kubelet on Master Node
Kubelet Cgroup Docker Cgroup

Kubectl 1.10


https://docs.docker.com/install/linux/docker-ce/centos/
https://kubernetes.io/docs/setup/independent/install-kubeadm/

# docker info | grep -i cgroup
# cat /etc/systend/ systeni kubel et. service. d/ 10- kubeadm conf

# sed -i "s/cgroup-driver=systend/cgroup-driver=cgroupfs/g" /etc/systend/systeni kubel et.service.d/10-kubeadm

conf
# systenct| daenon-rel oad
# systenct| restart kubel et

Docker Kubeadm Kubelet cgroup /var/lib/kubelet/kubeadm-flags.env .

CRI  cgroup-driver /etc/default/kubelet ,

# KUBELET_KUBEADM EXTRA_ARGS=- - cgr oup-dri ver =<val ue>

CRIX cgroup cgroupfs kgrouplet
Kubeadm init (K8s Version 1.10)

# kubeadm i nit
[init] Using Kubernetes version: v1.10.3
[init] Using Authorization nodes: [Node RBAC]
[preflight] Running pre-flight checks.
[WARNING Firewal Id]: firewalld is active, please ensure ports [6443 10250] are open or your cluster
may not function correctly
[ WARNI NG Fi | eExi sting-crictl]: crictl not found in system path
Suggestion: go get github. conf kubernetes-incubator/cri-tools/cmd/crictl
[certificates] CGenerated ca certificate and key.
[certificates] Generated apiserver certificate and key.
[certificates] apiserver serving cert is signed for DNS nanes [l ocal host. | ocal donai n kubernetes kubernetes.
default kubernetes. default.svc kubernetes.default.svc.cluster.local] and IPs [10.96.0.1 10.0. 2. 15]
[certificates] Generated apiserver-kubelet-client certificate and key.
[certificates] Generated etcd/ca certificate and key.
[certificates] Generated etcd/server certificate and key.

Your Kubernetes master has initialized successfully!
To start using your cluster, you need to run the followi ng as a regul ar user:
nkdir -p $HOW . kube
sudo cp -i /etc/kubernetes/adnm n.conf $HOMVE/ . kube/config
sudo chown $(id -u):$(id -g) $HOWE . kube/config
You shoul d now depl oy a pod network to the cluster.
Run "kubect| apply -f [podnetwork].yaml" with one of the options listed at:
https:// kubernetes.i o/ docs/concepts/cluster-adn nistrati on/addons/
You can now j oin any nunber of machines by running the follow ng on each node
as root
kubeadm join ...

Kubeadm init (K8s Version 1.11)

[init] using Kubernetes version: v1.11.2

[preflight] running pre-flight checks

10810 15:52:27. 254403 14590 kernel _validator.go:81] Validating kernel version

10810 15:52:27. 254663 14590 kernel _validator.go: 96] Validating kernel config

[preflight/images] Pulling inages required for setting up a Kubernetes cluster

[preflight/imges] This night take a minute or two, depending on the speed of your internet connection
[preflight/images] You can also performthis action in beforehand using ' kubeadm config images pull

[ kubel et] Witing kubelet environnent file with flags to file "/var/lib/kubel et/ kubeadm fl ags. env"

[ kubel et] Witing kubelet configuration to file "/var/lib/kubelet/config.yam"

[preflight] Activating the kubel et service

[certificates] Generated ca certificate and key

[certificates] Generated apiserver certificate and key.

[certificates] apiserver serving cert is signed for DNS nanes [shi on-kubernetes69 kubernetes kubernetes
def aul t
[certificates
[certificates
[certificates
[certificates

Generated api server-kubelet-client certificate and key.
Generated sa key and public key.

Generated front-proxy-ca certificate and key.

Generated front-proxy-client certificate and key.

]
]
]
]



[certificates] Generated etcd/ca certificate and key.

[certificates] Generated etcd/server certificate and key.

[certificates] etcd/server serving cert is signed for DNS nanes [sbion-kubernetes69 |ocal host] and | Ps
[127.0.0.1 ::1]

[certificates] Generated etcd/ peer certificate and key.

[certificates] etcd/peer serving cert is signed for DNS names ...

[certificates] Generated etcd/ healthcheck-client certificate and key.

[certificates] Generated apiserver-etcd-client certificate and key.

[certificates] valid certificates and keys now exist in "/etc/kubernetes/pki"

[ kubeconfig] Wote KubeConfig file to disk: "/etc/kubernetes/adm n.conf"

[ kubeconfig] Wote KubeConfig file to disk: "/etc/kubernetes/kubel et.conf"

[ kubeconfig] Wote KubeConfig file to disk: "/etc/kubernetes/controller-nmanager.conf"

[ kubeconfig] Wote KubeConfig file to disk: "/etc/kubernetes/schedul er.conf"

[control pl ane] wote Static Pod manifest for conponent kube-apiserver to "/etc/kubernetes/ manifests/kube-

api server.yam "

[control pl ane] wote Static Pod nanifest for conponent kube-controller-nmanager to "/etc/ kubernetes/ manifests
/ kube-control | er-manager. yam "

[control pl ane] wote Static Pod nanifest for conponent kube-scheduler to "/etc/kubernetes/ manifests/kube-
schedul er. yam "

[etcd] Wote Static Pod manifest for a local etcd instance to "/etc/kubernetes/ manifests/etcd. yam"

[init] waiting for the kubelet to boot up the control plane as Static Pods fromdirectory "/etc/kubernetes

/ mani f est s"

[init] this might take a minute or longer if the control plane inmages have to be pulled

[apiclient] Al control plane conponents are healthy after 41.502496 seconds

[ upl oadconfig] storing the configuration used in ConfigMap "kubeadm config" in the "kube-systenf Nanmespace

[ kubel et] Creating a ConfigMap "kubel et-config-1.11" in nanespace kube-systemw th the configuration for the
kubel ets in the cluster

[ markmaster] Marking the node ...

[ markmaster] Marking the node ...

[ pat chnode] Upl oading the CRI Socket information ...

[ boot st rapt oken] usi ng token:

[ boot st rapt oken] configured RBAC rules to allow Node Bootstrap tokens to post CSRs in order for nodes to get
long termcertificate credentials

[ boot st rapt oken] configured RBAC rules to allow the csrapprover controller automatically approve CSRs froma
Node Bootstrap Token

[ boot st rapt oken] configured RBAC rules to allow certificate rotation for all node client certificates in the
cluster

[ boot straptoken] creating the "cluster-info" ConfigMap in the "kube-public" namespace

[addons] Applied essential addon: CoreDNS

[addons] Applied essential addon: kube-proxy

Your Kubernetes naster has initialized successfully!

To start using your cluster, you need to run the followi ng as a regul ar user:
nkdir -p $HOVE/ . kube
sudo cp -i /etc/kubernetes/adn n.conf $HOVE/ . kube/config
sudo chown $(id -u):$(id -g) $HOWE/ . kube/config

You shoul d now depl oy a pod network to the cluster.

Run "kubect| apply -f [podnetwork].yam" with one of the options listed at:

https://kubernetes.i o/ docs/concepts/cluster-adn nistration/addons/

You can now j oin any nunber of machines by running the follow ng on each node
as root:

kubeadmjoin ...

Master Setup



# nkdir -p $HOWE . kube

# sudo cp -i /etc/kubernetes/adnin.conf $HOVE/ . kube/config

# sudo chown $(id -u):$(id -g) $HOME/ . kube/config

# kubect!l version

Cient Version:

# kubect| version

Cient Version:

# kubect| get nodes

NAME

| ocal host . | ocal donai n

Conpi l er:"gc
version. I nfo{Mjor:"1",
2bba0127d85d5a46ab4b778548be28623b32d0b0" ,

GoVersion: "gol.9.3", Conpiler:"gc

Conpi l er:"gc",
version. I nfo{Major:"1",
bbof f b1654d4a729bb4cec18f f 088eacc153c239",
GoVer si on: "gol. 10. 3",

STATUS

Not Ready

# kubectl cluster-info
Kuber net es nast er

# kubect| get
NAMVESPACE
kube- system
kube- system
kube- system
kube- system
kube- system
kube- syst em

version. | nfo{Mjor:"1",
2bba0127d85d5a46ab4b778548be28623b32d0b0",
GoVersion: "gol. 9. 3",
Server Version:

version. I nfo{Mjor:"1",
b1b29978270dc22f ecc592ac55d903350454310a" ,
GoVer si on: "gol. 10. 3",
Server Version:

ROLES
nast er

pods --all-nanespaces

NAME

et cd-1 ocal host . | ocal domai n
kube- api server -1 ocal host. | ocal donai n

kube-control | er-manager -1 ocal host. | ocal dormai n

kube- dns- 86f 4d74b45- 275t d
kube- pr oxy-rp79j
kube- schedul er -1 ocal host . | ocal donai n

kube-dns Pending .

Join

, 3

Installing a pod network add-on

Pod

(K8s Version 1.10)

# export kubever=$(kubect|

version |

probl ens,

M nor:"10",
G tTreeState: "clean",
", Platform"linux/and64"}
M nor: " 10",
G tTreeState: "clean",
", Platform"linux/and64"}

M nor:"11",
GtTreeState: "cl ean",
Platform"linux/and64"}
M nor:"11",
G tTreeState: "clean",
Conpiler:"gc", Platform"linux/and64"}

AGE
4m

base64 | tr -

G tVersion:"vl. 10. 3",

G tVersion:"vl.10.3",

GtVersion:"v1l.11.1",

GtVersion:"vl. 11.2",

VERSI ON

v1.10.3

is running at https://10.0.2.15: 6443
KubeDNS is running at https://10.0.2.15: 6443/ api / vl/ namespaces/ kube- syst enf servi ces/ kube- dns:

To further debug and di agnose cl uster use ' kubect|

d )

READY
1/1
/1
171
0/3
/1
1/1

cluster-info dunp'.

STATUS

Runni
Runni
Runni
Pendi
Runni
Runni

# kubect!l apply -f "https://cl oud. weave. wor ks/ k8s/ net ?k8s- ver si on=$kubever "

servi ceaccount

"weave-net"

created

clusterrol e.rbac. authorization. k8s.io "weave-net"
clusterrol ebi ndi ng. rbac. aut hori zation. k8s.i o "weave-net" created

rol e.rbac. aut hori zation. k8s.i o "weave-net"

created

created

rol ebi ndi ng. rbac. aut hori zati on. k8s.i o "weave-net" created

daenonset . ext ensi ons

(K8s Version 1.11)

"weave- net"

created

ng
ng
ng
ng
ng
ng

GtCommit:"
Bui | dDat e: "2018- 05- 21T09: 17:

GtCommit:"
Bui | dDat e: " 2018- 05- 21T09: 05:
GtCommit:"
Bui | dDat e: "2018-07-17T18: 53:

GtCommit:"
Bui | dDat e: "2018- 08- 07T23: 08:

RESTARTS

(ol eleNelNolNo)

397",

377",

20Z",

192",

dns/ pr oxy



# kubect! apply -f "https://cl oud. weave. wor ks/ k8s/ net ?k8s- ver si on=$( kubect| version | base64 | tr -d '\n")"
servi ceaccount/weave- net created

clusterrol e.rbac. aut hori zati on. k8s. i o/ weave-net created

cl usterrol ebi ndi ng. rbac. aut hori zati on. k8s. i o/ weave-net created

rol e.rbac. aut hori zati on. k8s. i o/ weave- net created

rol ebi ndi ng. rbac. aut hori zati on. k8s. i o/ weave-net created

daenpnset . ext ensi ons/ weave-net created

, get nodes NotReady Ready .

# kubect| get nodes
NAVE STATUS ROLES AGE VERSI ON
| ocal host . | ocal domai n Ready mast er 33m v1.10.3

Master Isolation

(: Kubernetes

# kubect| taint nodes --all node-role. kubernetes.iol/naster-
node "test-01" untainted

tai nt "node-rol e. kubernetes.io/master:"
taint "node-role. kubernetes.io/master:"'

not found
not found

Joining your nodes

# kubeadm join --token <token> <mmster-ip>: <master-port> --discovery-token-ca-cert-hash sha256: <hash>
[preflight] running pre-flight checks
[ WARNI NG Requi r edl PVSKer nel Modul esAvail abl e]: the I PVS proxier will not be used, because the

follovs_sh ip_vs ip_vs_rr] or no builtin kernel ipvs support: map[ip_vs_rr:{} ip_vs_wr:{} ip_vs_sh:{}
nf _connt
you can solve this problemw th follow ng nethods:

1. Run 'modprobe -- ' to |oad nissing kernel nodules;

2. Provide the missing builtin kernel ipvs support

10810 16:30:39.529114 17494 kernel _validator.go:81] Validating kernel version

10810 16: 30: 39. 529419 17494 kernel _validator.go: 96] Validating kernel config

[discovery] Trying to connect to APl Server "180.70.98.69: 6443"

[di scovery] Created cluster-info discovery client....

[di scovery] Requesting info from...

[discovery] Cluster info signature and contents are valid and TLS certificate validates agai nst pinned roo
[di scovery] Successfully established connection with APl Server....

[ kubel et] Downl oadi ng configuration for the kubelet fromthe "kubel et-config-1.11" ConfigMap in the kube-s
[ kubel et] Witing kubelet configuration to file "/var/lib/kubelet/config.yam"

[ kubel et] Witing kubelet environnent file with flags to file "/var/lib/kubel et/ kubeadm fl ags. env"
[preflight] Activating the kubel et service

[t]sbootstrap] Waiting for the kubelet to performthe TLS Bootstrap...

[ pat chnode] Upl oading the CRI Socket information "/var/run/dockershimsock" to the Node APl object "sbion-

This node has joined the cluster:

* Certificate signing request was sent to naster and a response
was received.

* The Kubel et was infornmed of the new secure connection details.

Run ' kubect| get nodes' on the master to see this node join the cluster



# kubeadm t oken i st

TOKEN TTL EXPI RES USAGES DESCRI PTI ON EXTRA GROUPS
8ewj 1p. 9r9hcj oqgajrj4gi 23h 2018-06-12T02: 51: 28Z aut henticati on, The default bootstrap system
signi ng t oken generated by boot st rappers:
" kubeadminit'. kubeadm

def aul t - node-t oken

24,

# kubeadm t oken create
5di dvk. d09shcov8ph2anj w

Minikube

Kubernetes Local , .

DNS, Dashboards, CNI, NodePorts, ConfigMaps Secrets kubernetes .
Minikube Docker .

Kubernetes

Minikube for Windows
® BIOS VT-x AMD-v .
® VirtualBox .
- https://lwww.virtualbox.org/wiki/Downloads
® VirtualBox windows / Hyper-V disable
® Docker-toolbox for window . (virtualbox , ) - https://docs.docker.com/toolbox/toolbox_install_windows/
® Kubectl
- Chocolatey https://chocolatey.org/ ()
- Choco install kubernetes-cli
- Kubectl version .
® Minikube-windows-amd64.exe
- https://github.com/kubernetes/minikube/releases

* minikube.exe windows system path ( C:\install , path )
® minikube-installer.exe

crictl not found in system path

Kubenetes kubeadm init crictl not found in system path (Warning) .
crictl .

crictl

Go Go , crictl

go get github. com kubernetes-incubator/cri-tools/cnd/crictl

crictl

Suggestion ., go

crictl not found in system path
Suggestion: go get github. conf kubernetes-incubator/cri-tools/cnmd/crictl

The connection to the server localhost:8080 was refused


https://www.virtualbox.org/wiki/Downloads
https://docs.docker.com/toolbox/toolbox_install_windows/
https://chocolatey.org/
https://github.com/kubernetes/minikube/releases
https://github.com/kubernetes-incubator/cri-tools/tree/master/cmd/crictl

kubect |

The connection to the server |ocal host: 8080 was refused - did you specify the right host or port?

nkdir -p $HOVE . kube
sudo cp -i /etc/kubernetes/adnin.conf $HOVE/ . kube/config
sudo chown $(id -u):$(id -g) $HOW . kube/config

adm n. conf kubeadminit
,master kubectl , kubectl mast er

dmi n.conf  kubectl|

[ERROR docker] docker version is greater than the most recently validated version. Docker version: 17.12.0-ce. Max
validated version: 17.03

, 17.12 17.03

# yum | ist docker-ce --showduplicates | sort -r | grep 17.03

# yuminstall docker-ce-<VERSI ON STRI NG

# yuminstall --setopt=obsoletes=0 \
docker-ce-17.03.2.ce-1.el 7.centos \
docker-ce-selinux-17.03.2.ce-1.el 7. centos

# systenct| start docker && systenctl enabl e docker

[ERROR Swap]: running with swap on is not supported. Please disable swap

Swap
# swapoff -a
# cat /etc/fstab
# Created by anaconda on Thu Feb 8 11:02:14 2018
#
# Accessible filesystens, by reference, are maintained under '/dev/disk’
# See man pages fstab(5), findfs(8), nount(8) and/or blkid(8) for nore info
#
UUI D=4978c64f - 38be- 4e76- 9061- 132b6dc 77015 / xfs defaults 00
UUI D=152043c4- 03ea- 4755- acc0- 9a13982cb755 / boot xfs defaults 00
UUI D=8f ef a47f - cd08- 44aa- 9f 5¢c- c57el0eef bOc swap swap defaults 00
### webl og backup ###
SYSBACKUP1: / vol / vol 1/ Per manent / APPLI CATI ON_LOG / LOG_BACKUP nfs defaults 12
### system backup ###
SYSBACKUP2: / vol / vol 2/ SYSTEM_UNI X_BAK / syst em backup_UNI X nfs defaults 12

# cp fstab fstab_bacup

# rmfstab

# systenct| daenon-rel oad
# systenctl restart kubel et

[ERROR FileAvailable--etc-kubernetes-manifests-kube-apiserver.yaml]: /etc/kubernetes/manifests/kube-apiserver.
yaml already exists

[ERROR FileAvailable--etc-kubernetes-manifests-kube-controller-manager.yaml]: /etc/kubernetes/manifests/kube-
controller-manager.yaml| already exists

[ERROR FileAvailable--etc-kubernetes-manifests-kube-scheduler.yaml]: /etc/kubernetes/manifests/kube-scheduler.
yaml already exists

[ERROR FileAvailable--etc-kubernetes-manifests-etcd.yaml]: /etc/kubernetes/manifests/etcd.yaml already exists



error: failed to run Kubelet: failed to create kubelet: misconfiguration: kubelet cgroup driver: "systemd"

vi /etc/systend/systeni kubel et. service. d/ 10- kubeadm conf

Envi r onment =" KUBELET_CGROUP_ARGS=- - cgr oup- dri ver =syst end" Envi r onment =" KUBELET CGROUP_ARGS=- - cgr oup-
dri ver =cgr oupfs"

systentt| daenon-rel oad

kubeadm r eset

kubeadm i nit

In order to set /proc/sys/net/bridge/bridge-nf-call-iptables by editing /etc/sysctl.conf. There you can add

[1]

net. bridge. bridge-nf-call-iptables =1
echo '1' > /proc/sys/net/bridge/bridge-nf-call-iptables

sudo sysctl -p
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